
Regina Luncheon Presentation

Who: Marshall Heilman
Manager, MANDIANT

Topic: The State of the Hack

Date & Time: Noon – Wednesday, May 6, 2009

Place: Delta Regina  – Tuscany Room 
1919 Saskatchewan Dr.

RSVP: Deadline: Friday, May 1, 2009  5:00 pm
Online: http://www.cipsregina.ca/may2009.html
By Phone: 352-1392
By Fax: 352-3133
By e-mail: regina@cips.ca
(Please provide Name, Company, Member (Y/N), Telephone, 
& Method of Payment - do not include Credit Card #)

Cost:
Members $15
Non-members $25
Student Members $10
Student non-members $15
Corporate Table (for 8) $150
• No shows and late cancellations* will be invoiced
• Late registrations* are charged an extra $10
* after deadline

Topic: The State of the Hack

During the last twelve years, Marshall has been on the front lines assisting 
organizations in responding to international computer intrusions, theft of customer 
credentials, and widespread compromise of sensitive data.  During his efforts to 
resolve these incidents, many similar challenges and issues confronted each 
organization.  During this presentation, Marshall will provide case studies that 
describe in detail the most recent computer security incidents he has responded to 
on behalf of these organizations. He will discuss how these incidents impact 
organizations, and discuss the challenges that each organization faced.  Marshall 
will also share his experiences investigating more than 20 fraud-related intrusions 
during the past two years.  He will demonstrate that each compromise revolved 
around a single objective: money.  Marshall will outline a standard attacker 
methodology, showing how a computer intrusion was followed by credit card 
fraud, extortion, or fraudulent purchases – all of which are a type of identity theft.  
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Presenter: Marshall Heilman

Marshall Heilman is a Manager at Mandiant with over eleven years experience in
computer and information security. His particular areas of expertise include
incident response, secure network design and architecture, penetration testing,
computer forensic analysis and strategic corporate security development. Mr.
Heilman has extensive experience working with the Federal government, defense
industrial base, financial industry, telecommunications industry and Fortune 500
companies. He has spoken at multiple security conferences, including OWASP.

Prior to joining Mandiant, Mr. Heilman was a member of the United States Marine
Corps (USMC).  Mr. Heilman received his Master of Business Administration 
(MBA) from Arizona State University and his Bachelor of Science in Computer and 
Information Science (CIS) from University of Maryland University College. He is a 
Certified Information Systems Security Professional (CISSP), a Cisco Certified 
Network Associate (CCNA) and holds several SANS security certifications. Mr. 
Heilman alsopossesses a Top Secret government security clearance and is a 
certified Payment Card Industries (PCI) assessor.

Luncheon Agenda:

11:30 am – 12:00 pm: Registration and Reception 

12:00 pm – 12:20 pm: Lunch

Asian Noodle Salad with Ginger Vinaigrette
Fresh Baked Dinner Rolls and Butter
Baked Chicken Citrus Breast
Fresh Vegetables and Chef's Selection of Potato
Seasonal Fruit Flan
Freshly Brewed Regular and Decaffeinated Coffee
Specialty and Herbal Teas 

12:20 pm –   1:15 pm: Presentation and Questions 

1:15 pm Adjournment

Visit our website at http://sk.cips.ca/ for more information 
about CIPS and upcoming events.
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